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1 Introduction

1.1 About this Document

1.1.1 Description of the contents

This document describes functions and application of the Web Builder,
which is a tool for designing and managing HTML web pages for the servX
WebServer in netlC I0T communication modules.

Here you will find step-by-step instructions for typical use cases like
adapting standard layouts and customizing the content of the web pages.
This manual also explains the management of access rights and how to
integrate netPROXY object elements into a web page.

The Web Builder is part of the Hilscher netX Studio Engineering Tool.
Please note that this Application Note does not describe how to use the
netX Studio Engineering Tool itself; fundamental information about how to
operate the Engineering Tool is provided in a separate operating instruction
manual called netX Studio Engineering Tool - Device development,
DOC1601030IxxEN.

1.1.2 List of revisions

Index Date Change
1 2016-12-07 Created
Table 1: List of revisions

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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1.1.3 Conventions in this document

Notes, operation instructions and results of operation steps are marked as
follows:

Notes

o Note:
<important note>

Note:
<simple note>

M

Folgen
E:[ﬂ <note, where to find further information>

Operation instructions

1. <operational step>
» <instruction>
» <instruction>

2. <operational step>

> <instruction>

» <instruction>
Results

R <intermediate result>

= <final result>

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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1.2 Legal notes

1.2.1 Copyright

© Hilscher Gesellschaft fur Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying material (user
manual, accompanying texts, documentation, etc.) are protected by
German and international copyright law as well as international trade and
protection provisions. You are not authorized to duplicate these in whole or
in part using technical or mechanical methods (printing, photocopying or
other methods), to manipulate or transfer using electronic systems without
prior written consent. You are not permitted to make changes to copyright
notices, markings, trademarks or ownership declarations. The included
diagrams do not take the patent situation into account. The company
names and product descriptions included in this document may be
trademarks or brands of the respective owners and may be trademarked or
patented. Any form of further use requires the explicit consent of the
respective rights owner.

1.2.2 Important notes

The user manual, accompanying texts and the documentation were created
for the use of the products by qualified experts, however, errors cannot be
ruled out. For this reason, no guarantee can be made and neither juristic
responsibility for erroneous information nor any liability can be assumed.
Descriptions, accompanying texts and documentation included in the user
manual do not present a guarantee nor any information about proper use
as stipulated in the contract or a warranted feature. It cannot be ruled out
that the user manual, the accompanying texts and the documentation do
not correspond exactly to the described features, standards or other data of
the delivered product. No warranty or guarantee regarding the correctness
or accuracy of the information is assumed.

We reserve the right to change our products and their specification as well
as related user manuals, accompanying texts and documentation at all
times and without advance notice, without obligation to report the change.
Changes will be included in future manuals and do not constitute any
obligations. There is no entitlement to revisions of delivered documents.
The manual delivered with the product applies.

Hilscher Gesellschaft flir Systemautomation mbH is not liable under any
circumstances for direct, indirect, incidental or follow-on damage or loss of
earnings resulting from the use of the information contained in this
publication.

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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1.2.3 Exclusion of liability

The software was produced and tested with utmost care by Hilscher
Gesellschaft fir Systemautomation mbH and is made available as is. No
warranty can be assumed for the performance and flawlessness of the
software for all usage conditions and cases and for the results produced
when utilized by the user. Liability for any damages that may result from the
use of the hardware or software or related documents, is limited to cases of
intent or grossly negligent violation of significant contractual obligations.
Indemnity claims for the violation of significant contractual obligations are
limited to damages that are foreseeable and typical for this type of contract.

It is strictly prohibited to use the software in the following areas:
e for military purposes or in weapon systems;

o for the design, construction, maintenance or operation of nuclear
facilities;

e in air traffic control systems, air traffic or air traffic communication
systems;

e in life support systems;

e in systems in which failures in the software could lead to personal injury
or injuries leading to death.

We inform you that the software was not developed for use in dangerous
environments requiring fail-proof control mechanisms. Use of the software
in such an environment occurs at your own risk. No liability is assumed for
damages or losses due to unauthorized use.

1.2.4 Warranty

Although the hardware and software was developed with utmost care and
tested intensively, Hilscher Gesellschaft flr Systemautomation mbH does
not guarantee its suitability for any purpose not confirmed in writing. It
cannot be guaranteed that the hardware and software will meet your
requirements, that the use of the software operates without interruption and
that the software is free of errors. No guarantee is made regarding
infringements, violations of patents, rights of ownership or the freedom from
interference by third parties. No additional guarantees or assurances are
made regarding marketability, freedom of defect of title, integration or
usability for certain purposes unless they are required in accordance with
the law and cannot be limited. Warranty claims are limited to the right to
claim rectification.

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public
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1.2.5 Export regulations

The delivered product (including the technical data) is subject to export or
import laws as well as the associated regulations of different counters, in
particular those of Germany and the USA. The software may not be
exported to countries where this is prohibited by the United States Export
Administration Act and its additional provisions. You are obligated to
comply with the regulations at your personal responsibility. We wish to
inform you that you may require permission from state authorities to export,
re-export or import the product.

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public
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2 Description of Web Builder for servX WebServer

The purpose of the integrated Web Builder of the netX Studio
Engineering Tool is the design and management of web content (HTML
pages, CSS, Java Script and image files) for the servX WebServer.

The servX WebServer is part of firmware for Hilscher devices like e. g. the
netlC IOT DIL-32 communication module. It allows you to access an
automation device in the field via its Ethernet interface by standard web
browser and HTTP.

Parameters and IO data of devices containing firmware with integrated
servX WebServer and netPROXY Server configured by the netX Studio
Engineering Tool can be read and written via HTTP.

Standard functions of the WebServer are:

¢ Displaying general device information like e. g. version, serial number,
MAC address, maintenance notes (Home)

e Configuring integrated MQTT client (Configuration > MQTT
Client)and OPC-UA server (Configuration > OPC UA Server) [if
enabled]

e Diagnosis of IP settings (Diagnosis > IP-Settings), network status
(Diagnosis > Communication) and Ethernet connection
(Diagnosis > Ethernet)

¢ Reading and writing of device parameter and netPROXY objects
(Diagnosis > Object Data)

e Downloading device description file from the device (Download)

e User management (Administration > User/Password
Management)

e Resetting device (Administration > Reset Device)

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public
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Functions and design of the web pages running on the WebServer can be
edited and managed by the Web Builder.

Within netX Studio, the Web Builder serves as a kind of content
management system for the WebServer pages. By using the "product
macros" of netX Studio, you can assign customized web pages and
graphics (e. g. containing individual brand names and pictures) to different
variants of your product/device. After the build process, customized web
content can be downloaded to individual target devices along with other
data that has been created/managed in netX Studio (like e. g. firmware,
configuration data, device and manufacturer IDs etc.)

1. Create web
content with
Web Builder

netX Studio

Engineering
Tool

- 0 ==
T / 2. Download web
content.tar
HTMLIN  to netiC 10T
{I\ — module via
- usB
[maasonrai]
5 U FTHERNET
@ | IS 0es oY (08 | “u JrasgerTpaquisg
r I/O Device m
PLC }Err"r"'rﬂ_lu'-]']'ijl-' =3 with netIC |OT Erl"T'"T"I .- 3. Access
S module and f/%%ewer
/O servX /O v
Vo WebServer via HTTP
4. Display web
content in
browser
Figure 1: Using Web Builder to create web content for servX WebServer
netX Studio Engineering Tool | Web Builder © Hilscher 2016
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3 Examples of adding own content

3.1 Overview

This section provides step-by-step instructions for typical customizations
you might want to make for the standard content provided by the Web

Builder. These are:

e Substituting company logo and adding hyperlink to internet homepage

e Changing welcome text on start page

e Changing background design of the navigation pane, resizing standard
text-font and changing color of headings in cascading style sheet (CSS)

Start page (home page) before customization:

English | Deutsch

Home ~ Configuration v Diagnosis * Download ~ Administration »

netX Device

Welcome to the administration interface of your netX device.
Here you can set different operating parameters and execute remote functions.

Version Info

Product Revision

Hardware Name

Hardware
Version

Software Name

Software Version

Bootloader Name

Bootloader
Version

1000

B100

1.0.00

B100-EIS

1000

B100-B5L

1.0.00

Type Label

e

Serial Number

Production Date

Quality Assurance
Date

Production
Location

Mac Address

20179

2015-10-
18T00:00:00Z

2015-10-
18T00:00:00Z

00:02:A2:32:96:B5

Figure 2: Start page without customization

Maintenance

Name

Installation Lacation

Installation Date

Contact Information

Description

Signature

Change Count

Last Service Date

Next Service Date

y 4deu
hilscher

COMPETENCE IN
COMMUNICATION

netX Studio Engineering Tool | Web Builder
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Start page after customization:

Home ~ Configuration ~ Diagnosis * Download ~ Administration -

B100-EIS

English | Deutsch

MUSTERMANY
AUTOMITION
* Wk

‘Welcome to the web configuration interface of the B100-EIS module for EtherNet/IP communication.
Here you can set different operating parameters and execute remote functions.

Version

Info

Product Revision  1.0.0.0
Hardware Name 8100
Hardware

Version 1000
Software Name B100-EIS

Software Version  1.0.0.0

Bootloader Name  B400-BSL

Bootioader

Version

1.0.0.0

Type Label

TR, T

Serial Number

Production Date

Quality Assurance
Date

Production
Location

Mac Address

20179

2015-10-
18T00:00:00Z

2015-10-
18T00:00:002

00:02:A2:32:96:85

Figure 3: Start page after customization

Maintenance

Parameter
Name
Installation Location
Installation Date
Contact Information
Description
Signature
Change Count
Last Service Date

Next Service Date

o

Note:

Please note that this chapter provides only exemplary instructions
and that there are — depending on your skills in web design — other

possible ways of proceeding.

netX Studio Engineering Tool | Web Builder
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3.2 Substituting company logo and adding hyperlink to own
company website

By default, all web pages generated by the Web Builder carry the Hilscher
logo. This logo is referenced in the home.htm HTML file, which contains or
references all standard elements that shall be displayed on every web
page, like e. g. the navigation menu, footer and header texts and said
company logo.

This section shows how you can substitute the Hilscher logo with your own
company logo (if available as graphic file) and how to insert a hyperlink
leading to a web page in the world wide web — in this example a fictive
page which could be your own company's homepage.

1. Open project

» Start the netX Studio Engineering Tool and open the project which
you want to edit its web pages (in this example, this is the Series B
project).

» In the Project Explorer, scroll down to the Web Builder object.

_File  _Edit _View Project  _Run _Window  _Help

EXwm-g & Q

[ Project Explorer &

4 % Series B
» B Object Model
» B Communication Settings
» B Product Details
» B Vendor Details
» |m netlC Hardware
» &4 User Management
» [ "Web Buider, dummm
& = Product Build

| Object Definitions 2@ B Console i 0 .‘EH@' @v =
i netX Studio

type filter text

- & Object Definitions

0 itemns selected

Figure 4: Web Builder in opened project

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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2. Import graphic file containing own logo.

» In the Project Explorer, select folder Web Builder > Content >
Images.

» Choose Add Files from the context menu.

4 £5 \Web Builder o
4 (= Content
> = admin
> = €55
. m
o | Add Files

| AddFolder

[#] | MNew Folder

1
= | ¥ Remove Delete

= Rename F2

= hregemprg
1 NIC 52-RE.png
|+ PROFINET.png
| topbarr.png =
=g
> = locales
> = sites
s = superv
(= upload
¢ = user
config js
4 home htm =
[ index htm .8
< | m r

Figure 5: Add file

2 The Windows file selection dialog opens.

» In your file system, choose the graphic file containing your company
logo then click Open.

2 The graphic file is imported and added to the Images folder. In this
example this is the Logo_1.png file.

4 £ Web Builder -
4 (= Content
> (= admin
> (= CSS
4 (= Images
| bottbarl.png
| Ddown_6.png
| EtherNetlP.png
| exclamation.png
| favicon.ico
| h_logo.png
] NIC 52-RE.png
| PROFINET .png
/| topbarr png
> = s
> = locales
> = sites
> [ superv
(= upload
> = USer
config.js
[E5 home. htm -
[E5 index htm i
< | 1 | 2

Figure 6: New logo graphic file in Project Explorer

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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3. Open HTML file.

>
%

_File  _Edit _View Project  _Run _Window

E 3 m-F

3_:&

[ Project Explorer &2

a £ Web Builder
4 (= Content
= admin
b = css
4 = Images
1| bottbarl.png
| Ddown_&.png
| EtherNetlP png
1] exclamation.png
| favicon.ico
] h_logo.png
] Logo_1.png
7] NIC 52-RE png
|| PROFINET png
1 topbarr.png
b Ejs
- (= locales
I = sites
b = superv
(= upload
b = user
config |s
[ index.htm

< [

I Object Definitions &2

D

type filter text

» & Object Definitions

In folder Web Builder > Content, double-click home.htm file.

The file is opened in the editor. In case the netX Studio GUI has been
set to default layout (this can be done in the Window > Default Layout
menu), the editor is split into an upper (Design Page) for layout preview
and a lower Source Page for editing the actual source code:

_Help

Q -~ B meEE |

[ home htm &2

<2 head

-

hilsz e

COMPETENCE IN
COMMUNICATION

[

<

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.81 Transitional//EN"
"http:/ wew.w3.org/TR/html4/loose.dtd">
= <html>
= <head»
<meta http-equiv="Content-Type” content="text/himl;charset=utf-8">
<titlerHome</title>
<link rel="stylesheet"” type="text/css" href="css/style.css">
<link rel="shortcut icon” type="image/x-icon" href="Images/favicon.ico">
<script src="js/jguery-3.1.8.min.js"></script>
<script src="js/js.cookie. js"s</scripts
<script sre="js/neticiot. js"y</scripty
<script sre="js/il8next.min.js"»</script>
<script>
var ready = function () {

4
Design Prewew‘

B Console

wiar manaTd — cotiielDarametant TnaaaTd"h .

netX Studio

B 1 item selected

Figure 7: home.htm page in editor

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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4. Add hyperlink to own company website.

» In the Source Page (lower part of the editor window), scroll to the
element which references the logo and the hyperlink. To avoid
laboriously searching the source code, you can alternatively click on the
wanted object (in this case the Hilscher logo) in the Design Page in the
upper part of the editor. The Source Page then automatically jumps to
the right section and highlights the corresponding source code element:

[ home htm 52

o

€ head

<ful> -3
<fdivy

<div>

& g
ﬁ img s = ges, ogo.png” alt="Logo Hilscher” title="Hilscher GmbH™"3

|

<nay id="main nav™>
<ul»

<p.class="bodytext"></p>
<li»

<a id="homeID" href="home.htm" title="Home" data-il8n="mainMenu.home"></a>
</1i»

Design Pre\new|

Figure 8: Auto focus on source code element of Logo

» Inthe <a id=“LogoLink“ href="““> hyperlink tag, insert your web
address (e. g. “http://www.mustermann-automation.com") into
the empty quotation marks behind the href="" attribute.

<ful> -
</div>

<div>
<a id="Legolink™ href="htfp://www.mustermunn—automat{on.caw*$
<img src="Images/h_logo.png" alt="Logo Hilscher” title="Rilscher GmbH">
<fa>

[

<nav id="main_nav":
<ulx
<p class="bodytext ></p>
<lix
<a id="homeID" href="home.htm" title="Home" data-il8n="mainMenu.home"></a>
</1ix

Figure 9: Adding own web address

5. Reference own logo graphic file.

> Inthe <img src=“Images/h logo.png“ alt=“Logo Hilscher™
title=“Hilscher GmbH“> </a> tag, replace the name of the old
graphics file h_logo.png with the name of the new graphics file which
you have imported in step 1 (i. e. Logo_1).

» Replace the alternative text alt="Logo Hilscher" with the text that
should be displayed in case the image cannot be displayed by the
browser (e. g. “Logo Mustermann Automation™).

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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Examples of adding own content 16/48

» Inthe title="Hilscher GmbH" title attribute, replace “Hilscher
GmbH™ with the text that should be displayed as "tooltip" when the user
of the web page hovers over the image/logo with his/her mouse (e. g.
“Go to Mustermann website").

2 The element containing the hyperlink and the logo should now look as
follows (also, the new logo should now already be displayed in the
layout preview in the upper part of the editor):

=l

€2 head ‘

\ MUSTERMANY \
L AUTONATION +

|3 e & |

<fuls -
</fdiv>

<div>
<z id="logolink" href="http://ww.mustermann-autemation. com™>
<img sre="Images/logo 1.png"” alt="Lage Mustermann Autemation” title=/iGo te Mustermann websitel'>
<fax

<nav id="main_nav">
<uls
<p.class="bodytext"></p>
<lix
<a id="homeID" href="home.htm” title="Home" data-il18n="mainMenu.home”></a>
<f1ix

Figure 10: Changed image attributes
» In the menu, choose File > Save or press Ctrl + S on your keyboard to
save the changes to the home.htm file.

= You have replaced the Hilscher logo with your own logo and added
hyperlink to your company website.

netX Studio Engineering Tool | Web Builder © Hilscher 2016
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3.3 Changing page layout in Cascading Style Sheet (CSS)

Layout and design of the web pages generated by the Web Builder are by
default determined by a Cascading Style Sheet named style.css.

The CSS file defines e. g. framing, spacing, text formats (font, size, color)
and designs of headers and footers etc.

This sections shows how to change the design of the header by removing
the background image, assigning gray color and moving the menu pane a
bit upwards. This section also shows how to enlarge the standard font-size
from 10 pt to 12 pt and how to change the color of first-level headings (H1)
from red to blue.

1. Open CSSfile.
» In the Web Builder > Content > css folder, double-click style.css file.
2 The file is opened in the editor.

_File  _Edit _View Project _Run  _Window _Help

= B3t m-F ¢ Q

5 Project Explorer &2 style.css 2

4 & Web Builder ol

4 (= Content
b (= admin
4 (= C85
I (= Images

|| 32px.png
| 40px.png
jquery treetable. css
jquery treetable_ theme. default.css
jquery-ui min css
jquery-ui.structure.min.css
jquery-ui.theme.min.css
sCreen.css
|5 throbber gif
treemin.css

> (= Images

b s

> = locales

b e it

Il® Object Definitions 2

type filter text

> 5 Object Definitions

Bl 1 item selected

font-family: Arial;

= body, p, 1i, td, div {
font-size: I@pt;
t

= body > header {
background-image: url("../Images/topbarr.png”);
background-position: center Zem;
background-repeat: no-repeat;

}

body > header > div {
width: 95%;
height: I62px;
margin: @px auto;
margin-left: 5@px;
position: relative;

}

= body > footer {

background-image: url("../Images/bottbarl.png”};

background-pesition: center 8px;

& Console

netX Studio

eD e @ -

Figure 11: CSS file

netX Studio Engineering Tool | Web Builder
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2. Substitute header background image with gray color definition.

>

In section

body > header {

background-image: url (“../Images/topbarr.png”) ;
background-position: center 2em;
background-repeat: no-repeat;

}

replace the code referencing the background-image
background-image: url (“../Images/topbarr.png”);
with a color definition for a gray background area, e. g.
background-color: #EGEGEG;

style.css &

]
}

“ body, p, 1i, td, div {
font-size: 1apt;
}

= body > header {

| background-color: #E6ESEG] _
background-position: center 2em;
background-repeat: no-repeat;

}

= body > header > div {
width: 95%;
height: 162px;
margin: @px auto;
margin-left: Sepx;
position: relative;

n
font-family: Arial; E]

}
Figure 12: Replacing background image with gray area

3. Enlarge font size.

» Inthe /*** CONTENT ***/ area of the style sheet, scroll to the
declaration of the standard font size
body, p, 1li, td, div {
font-size: 10pt;
}
} -
= body {
background-color: white;
}
Sbody, h1, h2, h3, p, 1i, td, div {
color: #333;
line-height: 1.3em;
font-family: Arial,Helvetica,sans-serif;
}
body, p, 1i, td, div {
font-size: 18pt; h
}
=hi {
font-size: 158%;
color: #e36613;
}
= h2, hi.h2, #description h3 {
color: #e238613;
font-size: 125%;
font-weight: normal;
margin-bottom: 18px;
b o
Figure 13: Standard font size declaration
» Change the font-size value from 10pt to 12pt.
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4. Change color of first-level headings (H1)

» In the declaration of the H1 heading (in the paragraph below)
hl {
font-size: 150%;
color: #e30613;
}
change the color definition color: #e30613 to a different value, e. g.
to #0000FF for blue.

*style css &2

} -

= bady {
background-color: white; m
} [

= body, h1, h2, h3, p, li, td, div {
color: #333;
line-height: 1.3em;
font-family: Arial,Helvetica, sans-serif;

}

= body, p, 1i, td, div {
font-size: 12pt;

font-size: 156%;

color: #B6OBFF; h

= h2, hl.h2, #description h3 {
color: #e38613;
font-size: 125%;
font-weight: normal;
margin-bottom: I@px;

1 =

Figure 14: Changing color of H1

5. Move menu pane upwards.

» In the style sheet, scroll down to the section declaring the position of the
navigation pane:
#main nav {
position: absolute;
bottom: 40px;
left: 0;
}

*style.css 3

#page_functions li:hover { -

border-color: #CCB613;

background-color: white;

box-shadow: @px Spx 1@px -2px rgha(e, @, @, 8.5); }
#page_functions 11 > a {

width: 3Iepx;

height: 3@psx;

position: absolute;

background: transparent;

left: @;

top: @; }*/

m]

= gmain_nav {
position: absolute;
bottom: 48px; _
left: @;
}

= #main_nav ul, #main_nav 1i {
z-index: 25688@;

}

= #main_nav > ul > 1i {
position: relative;
display: inline-bleck;
background-image: wrl("../Images/Ddown_6.png");
background-position: right @.5em;
background-repeat: no-repeat; i

Figure 15: Changing position of navigation pane

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public



Examples of adding own content 20/48

» Increase the bottom: 40px; valuetoe.g. 120px;
(this increases the distance of the navigation menu from the lower
border of the header area for 80 pixels to the upward direction)

» In the menu, choose File > Save or press Ctrl + S on your keyboard to
save the changes to the style.css file.
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3.4 Changing text in HTML page

This section shows how to change the welcome text on the info.htm page.
The info.htm page is integrated in the home.htm page as an inline frame
("iframe element"). The home.htm page is the first page to be displayed

_File  _Edit _View Project

after calling up the index.htm.

. Open HTML page.

» In the folder Web Builder > Content > sites, open info.htm file.

2 The file is opened in the editor.

_Window  _Help

- htE-F&F aQ-QuEn -]

[ Project Explorer &3

> B Product Details
v & Vendor Details
© |B netlC Hardware
> &4 User Management
4 & \Web Builder
4 = Content
& = admin
(=
b (= Images
b Ejs
= locales
4 (= sites
[ config.htm
[ system.htm
b = superv
(= upload
b user
config.js

& Object Definitions &%

type filter text

% info htm 2

€% head

<

= <html>|

= <head>
<meta http-equiv="Content-Type" content="text/html;charset=utf-5">
<link rel="stylesheet” type="text/css” href="../css/style.css™>

<script src="../config.js"></script>
<script src="../js/jquery-3.1.6.min. js"></script>
<script sre="../js/neticiot.js"></script>
<script>

$(document).ready(function () {

var tablel = document.getElementById( tablel’);
war table? = document.getElementByTd( 'table2');
var table3 = document.getElementById('table3');

«
Design Prewew|

& Console &2

- & Object Definitions

netX Studio

@9 e @ -

Figure 16: Opened info.htm file
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2. Enter new text.

» In the Source Page (lower part of the editor), scroll down to the first
paragraph that you want to change, e. g. netX Device heading (as an
alternative, you can click on the text in the upper part of the editor in
order to highlight the corresponding text in the HTML code).

“d
9 -

netX Device 4=

L 4

m

Welcome to the administration interface of your netX device.
Here you can set different operating parameters and execute remote functions.

< . r

i <p><hl>netX Device</h1l></p> </br> h |
<p>Melcome to the administration interface of your netX device.</p>
<p>Here you can set different operating parameters and execute remote functions.</p>
<bry<bry
= <div class="left">
<p><b id="tablelName"></b></p>
<table id="tablel” class="C55Table"> </table>

)

<pr<b style="color: #E36613;" id="tablelError”></b></p>
<fdiv»
& <div class="right">
<p><b id="table2Name™></b></p>

4
Design Preview‘

Figure 17: Changing heading text

» Inthe <p><hl>netX Device</hl1></p> </br> tag, replace the
name netX Device by an individual device name, e. g. B100-EIS.
Change other text passages according to your needs.

E% *info htm 2

4
3 i

B100-EIS =
4 4

m

Welcome to the web configuration interface of the B100-EIS module for EtherNetIP communication, s

Here you can set different operating parameters and execute remote functions.
o
<=g -

« | . 3

<pr<h1>B18@-EIS</h1></p> </bry
<prWelcome to the web configuration interface of the B1@@-EIS module for EtherNet/IP cumunicationl.(fp> h
<prHere you can set different operating parameters and execute remote functions.</p>
<bra<br>
= <div class="left">
<pr<b id="tableiName"></b></p>
<table id="tablel" class="C55Table"> </table>
<p><b style="color: #£30613;" id="tablelError™:</b></p>

|

<fdivy
& <div class="right">
<p><b id="toble2Name"></b></p> -

I »

Design Pre\fiew‘

Figure 18: Changing welcome text
» In the menu, choose File > Save or press Ctrl + S on your keyboard to
save the changes to the info.htm file.

= You have changed parts of the layout and the contents of the default
web pages shipped with the Web Builder.
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4 Using Product Macros to customize web pages of
product variants

4.1 Overview

During the build process, all content created and managed by the Web
Builder (HTML, graphics, JavaScript and style sheet files) is compressed
and packed into a content.tar archive file.

For each product variant contained in the project, a separate content.tar
file is generated, which will automatically be stored in the Product Build >
Products > [name of product variant] > Web Builder directory:

& Proect Explore -

v B Object Model
» G Communicaton Sethings
I & Viendor Details
+ & Product Details
s B100-EIS (EtherNetlP - B100)
& B100-PNS (PROFINET IO - B100)
& B150-EIS (EtherMNetiP - B150)
&= B1S0-PNS (PROFINET IO - B150)
b @ netlC Hardware
bz User Management
a {1 Web Builder
—p e COtent
a = Product Build
(= Application Inerface
4 (= Products
4 = B100-EIS (Etheriet_IP - B100)
= Device Description
= MNID
£ netPROXY
# = Web Buslder
& content tar
4 = B100-PNS (PROFINET 10 - B100
= Device Descriplion
= MNIO
£ netPROXY
4 = Web Busider
& content tar
+ = B150-EIS (Etherblet_IP - B150)
= Desvace Description
= MNIC
= netPROXY
# (= Web Bulder
4 content tar
4 = B150-PNS (PROFINET 10 - B150)
& Device Descriplion
= MWD
= netPROXY
# = Web Buslder
3 conbent lar

Figure 19: Content.tar files in Project Explorer

The content.tar file can then be downloaded from netX Studio into the
target device via USB (on its own or together with other product
configuration data). Instructions for this can be found in the operating
instruction manual netX Studio Engineering Tool — Device development,
DOC1601030IXXEN in section Downloading product files.
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As long as you haven't defined any Product Macros yet, the contents of
the content.tar files is identical for all product variants; i. e. each
content.tar contains exactly the same HTML pages, graphics and style
sheets.

If you want to assign individual content (customized texts and images within
a web page) to individual product variants, you need to use the Product
Macros of the netX Studio Engineering Tool.

A Product Macros element will automatically be added to every product
variant that you create in the Product Details folder.

The element contains an empty list, in which you can enter product-specific
variables that shall be used for this product variant during the build process.

—

_File _Edit _View  Project _Run _Window _Help

- i3 m- @ g Q

[ Project Explorer 2 B Product Macros [B100-EIS (EtherNet/IP - Application B100)] &

4 ¥ Series B
» s Object Model ® Product Macros
» & Gommunication Settings
4 &= Product Details
4 = B100-EIS (EtherNet/IP - Application B100)
@ Product Information

# Macros ¢ Expandsto...

4 B B100-PNS (PROFINET IO - Application B100]
@ Product Information
B Product Macros
4 i B150-EIS (EtherNet/IP - Application B150)
@ Product Information
B Product Macros
4 = B150-PNS (PROFINET 1O - Application B150;
@ Product Information
B Product Macros
» &= Vendor Details
> |E netlC Hardware
> #5 User Management
4 & Web Builder
4 (= Content
> = admin
5 S ﬁ:ges B Console &2 B %®|O' @' -
s netX Studio
> (= locales
> (= sites

Figure 20: Empty Product Macros element

The Macros column is to be filled with the variables, and the Expands to...
column is to be filled with the values that shall be used as actual values for
this product variant.

A variable must begin and end with a percentage symbol (%), e. g.
$DEVICE NAMES.

There are no special rules or restrictions for the corresponding value in the
Expands to... column. Here you can enter any character strings like a
name like BI00-EIS Adapter Module or a reference to a certain
graphics file or style sheet.
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The variables can be inserted into the source code of any HTML file of the
Web Builder. For example, you could insert a $STYLESHEET% variable for
an individual layout into the header declaration of the home.htm page, a
$DEVICE NAME$ variable for individual product names into the welcome
text and an $IMAGE% variable for individual product pictures.

During the build process, these variables will be replaced by the product-
specific character strings or paths to individual file directories, thus creating
customized home pages for each product variant featuring individual color
layouts ($*STYLESHEET%), product/device names ($DEVICE NAMES%) and
product picture photos (% IMAGES).

The following picture depicts the flow of the Product Macros:
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a [ home.htm

B100-EIS (EtherNet/IP —B100) & Product Macros

Macros Expands to...
— e 3 | %STYLESHEET% <link rel="stvlesheet” type="text/css" href="css/style_blue.css"> —>—
—— | %DEVICE_NAME% < B100-EIS Adapter Module
%IMAGE % <img src="../Images/B100-EIS jpg"> 2

home page of
%DEVICE_NAME%<p>——p-

<p>Here You can see
a picture of the device:</p>
%IMAGE%

<html>
<head> B100-PNS (PROFINET 10 — B100) E Product Macros
%STYLESHEET% > g ( — )
</head> acros xpands to...
> | %STYLESHEET%  <link rel="stylesheet" type="text/css" href="css/style_green css"> T3
<body> f——————> | %DEVICE_NAME% <_B100-PNS IO Device
<p>Welcome to the %MAGE% <img src="/Images/B100-PNS jog"> >

B150-EIS (EtherNet/IP — B150) B Product Macros

W

</body>
</html>

B100-EIS

content.tar

Macros Expandsto...

%STYLESHEET% <link rel="stvlesheet” type="text/css" href="css/style_yellow.css">
%DEVICE_NAME% < B150-EIS Special Adapter Module

%IMAGE o <img src="../Images/B150-EIS.jpg">

Welcome to the home page of
B100-EIS Adapter Module
Here you can see a
picture of the device:

Welcome to the home page of
B100-PNS |0 Device
Here you can see a
picture of the device:

B100

™

N2 Web Buider]
4 (= Content
> = admin
css

4

[E) style_bluecss €
[) style_green.css €

[E) style_grey.css

[ style_yellow.css
> Images

| B100-EIS jpg

[7] B100-PNS jpg <

B100-PNS

content.tar PNS

|+ B150-EIS. jpg
|+ B150-PNS.jpg
is

b (= sites

> =

home.htm

Welcome to the home page of
B150-EIS
Special Adapter Module
Here you carrsee a
picture of thedevice:

B150-EIS

content.tar

[& config js
[ home_ htm
[% index.htm

v

Figure 21: Product Macros and variables in build process
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4.2 Application example of Product Macros

Prerequisites

¢ You have created separate Cascading Style Sheets for each product
variant (e. g. style_blue.css, style_green.css, style_yellow.css and
style_grey.css) and imported them into the Web Builder > Content >
css folder.

e You have created separate graphic files for each product variant (e. g.
B100-EIS.jpg, B150-EIS.jpg, and B150-PNS.jpg) and imported them
into the Web Builder > Content > Images folder.

Note:

To import files into the Web Builder, select the import target folder
in the Project Explorer then choose Add Files from the context
menu.

Step-by-step instructions

1. Insert variable for CSS style sheet in HTML code of home.htm file.
> In folder Web Builder > Content, double-click home.htm file.
2 The file is opened in the editor.

_File  _Edit _View Project Run

[ Project Explorer &2

4 &= Product Details

4 &= B100-EIS (EtherNet/IP - Application B10C

@ Product Information
B Product Macros

4 fw B100-PNS (PROFINET 1O - Application E

@ Product Information
B Product Macros

4 = B150-EIS (EtherNet/IP - Application B15(

@ Product Information
B Product Macros

4 &= B150-PNS (PROFINET IO - Application E

@ Product Information
B Product Macros
©» B Vendor Details
B netlC Hardware
- #% User Management
a &2 \Web Builder
4 (= Content
v = admin
b Css
» (= Images
b s
r = locales
b = sites
I (= superv
(= upload
v = user
config.js
[ index.htm

_Window

5

_Help

23 meF g Q OmMRE| N

[-5 home htm 52

English

MUSTERMANY
ALTOMATION

4 m

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.81 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
= <html»
= <head»
<meta http-equiv="Content-Type" content="text/html;charset=utf-8">
<title>Home</title>
<link rel="stylesheet” type="text/css"” href="css/style.css™>
<link rel="shortcut icon” type="image/x-icon” href="Images/favicon.ico™>
<script sre="js/jquery-3.1.6.min.js"></script>
<script srec="js/js.cookie. js"></script>
<script src="js/neticiot.js"></script>
<script src="js/i18next.min.js"></script>
<script>
var ready = function () {
var pageld = getUrlParameter("pageId”);
if (!pageld) pageld = "homeID";
setPage(pageld);

«
Design Preview|

& Console &2

@9 e6 @ -

netX Studio

i

Figure 22: Opened home.htm file
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» Inthe <head> element, replace the link to the CSS style sheet
<link rel="stylesheet" type="text/css" href="css/
style.css"> with the variable $STYLESHEETS.

<!DOCTYPE HTML PUBLIC ™-//W3C//DTD HTML 4.81 Transitional//EN" -
"http:/ /uww.w3.org/TR/htmld/loose. dtd">

m

S| <html>
=|<head>
<meta http-equiv="Content-Type"” content="text/html;charset=utf-8":
<titlesHome</title>
ESTYLESHEETH
<link rel="shortcut icon” type="image/x-icon” href="Images/favicon.ico™>
<script src="js/jquery-3.1.8.min.js"></script>
<script src="js/js.cookie.js"></scripts
<script src="js/neticiot.js"></script>
<script src="js/i18next.min.js"></scripts
& <script>
var ready = functien () {
var pageld = getUrlParameter("pageld”);
if (!pageld) pageld = "homeID";
setPage(pageld);

Figure 23: Inserting variable for CSS style sheet

» Press Ctrl + S on your keyboard to save the changes to the home.htm
file.

2. Insert variable for device name in HTML code of info.htm file.
> In the folder Web Builder > Content > sites, double-click info.htm file.
2 The file is opened in the editor.

_File _Edit _View  Project _Run _Window _Help

— I 3 & Q-OmEE| M-

[75 Project Explorer &2 % info.htm 2=

» B Product Details
» B Vendor Details <2 head
> | netlC Hardware
» #4 User Management
< & Web Builder
4 (= Content
& = admin
(=
i = Images
b Ejs
b (= locales
* & sites = <henld

[ config htm = <head>
E <meta http-equiv="Content-Type" content="text/htmi;charset=utf-8">
= <link rel="stylesheet” type="text/css” href="../css/style.css">

[ system.htm
b = superv <script src="../config.js"></scripts
<script src="../js/jquery-3.1.8.min.js"></script>
& upload <script src="../js/neticiot.js"»</script>
b = user <script>
config js $(document) . ready(functien () {
=N . war tablel = document.getElementByTd( tablel');

var table2 = document.getElementById( table2');
var table3 = document.getElementById( 'table3’);

i@ Object Definitions £

L DT AZT | B

type filter text 2 Console = . M eEe- @ -

© B Object Definitions hetX Studio

Figure 24: Info page
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» In the Source Page (lower part of the editor), scroll down to the
paragraphs containing the device name.

5 *info.htm £2
e “l
& —
B100-EIS L
&

Welcome to the web configuration interface of the B100-EIS module.
Here you can set different operating parameters and execute remote functions.

‘ | .

</divy

<p><h1>B10@-EIS</h1></p> [d/br|
<p>Welcome to the web configuration interface of the B1@@-EIS module.</p>
<prHere you can set different operating parameters and execute remote functions.</p»
<br><br>
<div class="left">
<p><b id="tableIName"></b></p>
<table id="tablel" class="C55Table"> </table> ¥
<p><h style="color: #F£30613;" id="tablelfrror"></b></p>
</div>
<div class="right">
i able2Name"></b></p>
Table": </tablex

mn

Figure 25: Device name in HTML code

» Replace the device name (in this example B100-EIS in the <h1>

heading and B100-EIS module in the following paragraph) with the
$DEVICE NAMES% variable.

W. Iy

%DEVICE_NAME%

&

m_ |

Welcome to the web configuration interface of the % DEVICE_NAME%.
Here you can set different operating parameters and execute remote functions.

+« T

</divy

<p><h1>¥DEVICE_NAMEX</h1></p> </br>
<p>Welcome to the web configuration interface of the XDEVICE_NAMEX.</p»
<p>Here you can set different operating parameters and execute remote functions.</p>
<br><br>
= <div class="left">
<p»<b id="tableINagme"></b></p>
<table id="tablel” class="C55Table™> </tablex
<pr<b style="color: #E3@613;" id="tablelError"></b></p>
</divy
= <div class="right">
<pr<b id="table2Name"></b></p>
<table id="table2" class="C55Table™> </table>
PR i ma_rs

Mool mrmaeralm PRI ST

m.|

4

Design | Preview ‘

Figure 26: Inserted device name variable
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3. Insert variable for product image.
» Scroll to the code line containing the reference of the device image.

[ =info htm £2

*1d
o
%DEVICE_NAME% s
| ] 3
</head> - B

= <body>

= <div class="containerpiv":

= <div id="logos" style="padding-left: S58px; float:right;">
<img src="../Images/NIC 52-RE.png" alt="Device" {3
<!--%fieldbus_image¥-->

</divy

-

m. |

<pr<h1>¥DEVICE_NAME%</h1></p> </br>
<p>Welcome to the web configuration interface of the ZDEVICE_NAMEX.</p>
<prHere you can set different operating parameters and execute remote functions.</p:>
<br><br>
= <div class="left">

¢n>ch id="fahl e TMome"5c fhye ins
‘)
Design Prewew|

Figure 27: Reference of device picture

» Replace the link to the product image <img src="../Images/NIC
52-RE.png" alt="Device"> with the $IMAGE% variable.

- =

%IMAGE% <! Bl

m

%DEVICE_NAME%

t 4

Welcome to the web configuration interface of the %DEVICE_NAMEY%.

Here you can set different operating parameters and execute remote functions.

&l
&

4« | . +

</head> -
S| <body>
<div class="containerbiv":
<div id="logos" style="padding-left: 58px; float:right;">
FIMAGER<br>
¢! --#fieldbus_image¥--»
</div>

m

<p><h1>%DEVICE_NAMEX</h1></p> </br
<p>Welcome to the web configuration interface of the ¥DEVICE_NAMEX.</p>
<p:Here you can set different operating parameters and execute remote functions.</p»
<brs<brs>
<div class="Left">
¢nveh dd="fahl fINAme "¢ Thye fns

PreV|ew|

Figure 28: Inserted device picture variable

» Press Ctrl + S on your keyboard to save the changes to the info.htm
file.
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4. Open Product Macros element of first product variant.

» In the Product Details > [Product name] folder, double-click Product
Macros element.

2 An empty list of Product Macros for the product variant opens in the
editor.

5. Define variables of first product variant.
» Click Add button to define a variable.

_File  _Edit _View Project _Run _Window _Help

- B3 m-g 4 Q

L5 Project Explorer 2 E Product Macros [B100-EIS (EtherNet/IP - Application B100)] 2

4 [ Series B
» s Object Model B Product Macros
» & Communication Settings
4 & Product Details
4 Bs B100-EIS (EtherNet/IP - Application B10i %llacro_1% <type text here>
© Product Information

# Macros # Expandsto...

B
4 = B100-PNS (PROFINET IO - Application |
® Product Information E
B Product Macros
4 &= B150-EIS (EtherNet/IP - Application B15I
@ Product Information
B Product Macros
4 s B150-PNS (PROFINET 1O - Application |
@ Product Information
B Product Macros
&= Vendor Details
[ netlC Hardware
- &5 User Management
a % Web Builder
4 (= Content
b = admin
b = CSS
r = Images

& Object Definitions &2 i [ Properties &2

Property
type filter text

4

Figure 29: Open macro

> The editor inserts a dummy variable named $Macro_ 1% in the Macros
column, and a <type text here> place-holder text in the Expands
to... column.

> In the Macros column, replace the dummy variable $Macro 1% with
the $STYLESHEET% variable. In the Expands to... column, enter the
link to the CSS style sheet which you want to use for this product
variant, e. g. <1link rel="stylesheet" type="text/css"
href="css/style blue.css">.

> Click Add button again, then add $DEVICE NAME$ variable. In the
Expands to... field enter the device/product name you want use for this
product variant, €. g. B100-EIS Adapter Module.
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» Then add the $TMAGES variable for the product picture and the path to
the image file you want to use for this product variant, e. g. <img
src="../Images/B100-EIS.jpg">.

E Product Macros

B Product Macros &3

Macros
%STYLESHEET%
%DEVICE_NAME%
%IMAGE%

@
Expandsto..
<link rel="stylesheet" type="text/css" href="css/style_blue css">
B100-EIS Adapter Module -
<img src="../Images/B100-EIS jpg">|

Remave

Figure 30: Variables for product B100-EIS

2 You have defined the "macros" respectively variables for the first

product variant.
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6. Define variables for second product variant.

» Open the Product Macros element of the second product variant, click
Add button and add the $STYLESHEETS, $DEVICE NAME% and
$IMAGES% variables in the Macros column. In the Expands to... column
enter the path to the style sheet, the device name and the path to image
file you want to use for this product variant:

R ——

_File  _Edit _View Project Run  _Window _Help

- bdtwm-g g Q

[ Praject Explorer &2 - B Product Macros [B100-PNS (PROFINET 1O - ...

4 [} Series B N
» & Object Model B Product Macros
» & Communication Settings
4 & Product Details
4 I B100-EIS (EtherNet/IP - Application B100)
& Product Information
E Product Macros %IMAGE%
4 1= B100-PNS (PROFINET IO - Application B100)
@ Product Information

# Macros # Expandsto... Add
%STYLESHEET% <link rel="stylesheet" type="text/css" href="css/style_green css">

%DEVICE_NAME% B100-PNS |0 Device
<img src="../Images/B100-PNS jpg">

B
4 = B150-EIS (EtherNet/IP - Application B150)
@ Product Information
B Product Macros
4 Bs B150-PNS (PROFINET IO - Application B150)
@ Product Information
E Product Macros
» = Vendor Details
» | netlC Hardware
» £ User Management
4 &2 Web Builder
4 (= Content
> (= admin
4 (= (55

lim Object Definitions &% @@' @' |@° 3 L & Console & A %®|°' @' 7

netX Studio

type filter text

» B Object Definitions

Figure 31: Variables for product B100-PNS

2 You have defined the "macros" respectively variables for the second
product variant.

7. Define variables for remaining product variants.

» Repeat the procedure described above for the Product Macros of the
other products of your project.

Important:

When using variables in commonly used resources like the
home.htm page, make sure to define a value for this variable in the
Product Macros of all product variants. Otherwise the variable won't
be resolved during the build process and the variable will be
displayed on the web page of the corresponding product variant
(missing the value) in its original string (e. g. $DEVICE NAMES in
the welcome text on the home.htm page). Also, style sheets and
images referenced by variables would be completely missing in the
build output of product variants without properly defined Product
Macros.

= You have defined Product Macros and inserted them into the web
content. You can now start the build process.
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5 Checking web content locally in browser before
download

After the build process, you can view and display your produced web pages
locally in your standard web browser on your development PC before
downloading them into the target device. For this, netX Studio offers quick
access to the content.tar file via Windows Explorer.

In the Windows Explorer, you can copy the TAR file to a local directory on
your PC, unpack it and open the web pages locally in your browser.

If your project features multiple products (product variants) and if you have
used Product Macros to customize the web pages of these variants, you
can repeat the subsequently described procedure for each product and
thus check whether the variables have been properly resolved.

To check your output, proceed as follows:
1. Copy content archive to local directory.

» After the build process has been finished, open Product Build >
Products > [Product name] > Web Builder folder in the Project
Explorer.

» Select Web Builder folder and choose Show in Windows Explorer
from the context menu.

[* Project Explorer 2 @@ e - N
4 U Series B

> = Object Model
> B Communication Settings
> B= Product Details
» &= Vendor Details
> & netlC Hardware
> 54 User Management
> & Web Builder
4 (= Product Build
> (= Application Interface
4 (= Products
4 (= B100-EIS (EtherNet_IP - Application B100)
+ (= Device Description
> = MMIO
> (= netPROXY
> = Security

2 conte k=3 Show in Windows Explorer
- &= B100-PNS (PROFINET IO - Application B100)

> (= B150-EIS (EtherNet_IP - Application B150)
» =+ B150-PNS (PROFINET 1O - Application B150)

Figure 32: Opening folder in Windows Explorer

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public



Checking web content locally in browser before download 35/48

2 The Windows Explorer opens and shows the selected folder in your file

|E= R 5|
f\/ [[10 < SeriesB » Product Build » |Products| [ B100-E15 (EtherNet I? - Application B100) » ~ [+ ][ 10 - P
Otgsnize v 5 Open  Includeinlibrary v Sharzwith »  New folder #=- [ @
netlCSolutionExampleld - Name ’ Date modified Type Size
NEtSAFETY.
i Device Description WALI61449  FleFolder
TS‘ . MMIO WIL06149  Filefolder
Dpp “L‘”: . netPROXY 120161449 Filefolder
LZWE odel Security 1120161440 File folder
=y Web Builder 1IL20161440  File folder
netlC Hardware

Produ U
BI00-EIS (EtherlNet IP - A
Device Description
MMIO
netPROXY.

B100-PNS (PROFINETI0 -
B150-E15 (EtherNet IP - Ap
BIS0-PNS (PROFINETIO - _

[ i ’

Web Builder Date modified: 4/13/2016 10:05 AM
File folder

Figure 33: Product Build directory in Windows Explorer

» Open Web Builder folder and copy the content.tar file to a suitable
location, e. g. to your desktop.

2. Unpack archive file.

» Use an archive tool supporting the TAR format (like e. g. 7-Zip) to
unpack the content.tar file.

2 The unpacked content.tar folder contains the "processed" elements of
the Content folder of the Web Builder. If you have used Product
Macros, the variables within the HTML pages have been replaced by
the values defined for this product variant.

Mame . Date moedified Type Size

admin 17.10.2016 11:45 File folder

css 17.10.2016 11:45 File folder

Images 17.10.2016 11:45 File folder

s 17.10.2016 11:45 File folder

locales 17.10.2016 11:45 File folder

sites 17.10.2016 11:45 File folder

superv 17.10.2016 11:45 File folder

user 17.10.2016 11:45 File folder
config.js 17.10.201611:45 J5cript-Skriptdatei TKB
| content.tar 17.10.201611:45 TAR-Datei 1130 KB
|&] home.htm 17.10.201611:45 Firefox HTML Doc... 5KB
|&] index.htm 17.10.2016 11:45 Firefox HTML Doc... 1KB

Figure 34: Unzipped content folder
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3. Display web pages.
> Double-click index.htm or home.htm file.

= The start page (home page) of the web content is displayed in your
standard web browser.

e[ el
."'/ <. Home X\'\. +
file:/#/C:/Users/maurice/Desktop/test 1/content/home.htm c Q, Suchen ﬁ B 9 # [ ] =
_ _ _ - _ English | Deutsch i
Home = Configuration ~ Diagnosis * Download = Administration ~

MUSTERMANY
AvToMaTioN

* Yk

m

B100-EIS Adapter Module

Welcome to the web configuration interface of the B100-EIS Adapter Module.
Here you can set different operating parameters and execute remote functions.

Version Info Type Label Maintenance
Object is not available Object is not available Object is not available

] [0 | 3

Figure 35: Locally displayed home page of B100-EIS product

) Note:

. Certain features cannot be displayed when you open the web pages
locally on your PC (see "Object is not available" note in the figure
above). These are the data objects that the servX WebServer would
normally read via Java-Script from netPROXY-Server within the
target device. Because you have opened the content only "locally"
on your PC (without WebServer or netPROXY-Server) these data
objects are not available for display.

» Repeat the procedure for the content.tar files of the other products/
product variants if necessary.
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6 Access rights for web pages

Overview

Access rights of users for individual web pages (and thus for certain
functions of the WebServer) are controlled by membership of the user in
one or several user groups (also called "roles"). The following groups/roles
are defined for accessing the WebServer and the FTP server:

e Administrator
e Supervisor
e User

Users and groups

Users can be assigned to groups in the User Accounts element, which is
located in the User Management folder of the netX Studio Engineering
Tool.

Instructions for this can be found in the operating instruction manual netX
Studio Engineering Tool — Device development, DOC1601030IXXEN in
section Configuring user management.

Note:

A master user possessing all access rights is pre-defined in netX
Studio. This predefined master user has the user name admin and
password admin. It is strongly recommended to instantly change
the default admin password for this master user! (The master user
and its admin user name cannot be deleted or edited.)

Please note that after having configured and downloaded a project to a
target device via netX Studio, the integrated WebServer also allows user
management (adding new users, assigning groups/roles and passwords)
on the device itself. The User Accounts web page on the WebServer can
be accessed in the Administration > User/PasswordManagement menu
(you must be member of the Administrator group to be allowed to access
this page).
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Access rights of user groups defined by folders

The access rights of user groups for individual web pages are defined by
the directory in which a page is stored in the netX Studio Engineering Tool.
Pages stored in the admin folder can be accessed on the WebServer only
by members of the Administrator group, pages stored in the superv folder
only by members of the Supervisor group and pages stored in the user
folder only by members of the User group. Pages which are not stored in
any of the above mentioned folders are freely accessible (e. g. the

home.htm page):

{(5 Project Explorer 22

4 = Web Builder
4 (= Content

ali= admm

s
o refasett htm
4 resetdev.htm
% sofupdat htm
T4 upassman_ htm

Administrator

 C55
> Images
, js

» locales
- sites

GelGr OF GF GF [0

. SUpery
s

[ ipsetthtm

T mgtt_brhtm

T mattactions_htm
[ magttclie htm

% mgttcomp.htm

% mattconn.htm

i magttroot.htm

% opc_ua.htm

% opocont.htm

% opeinfo.htm

% opcroot.htm

U opcuaactions.htm

—— Supervisor

= upload

ali= user
= jS

L@ commdiag htm
@ download. htm
L@ ethernet htim
L@ imtercon.htm
@ indaten_htm

@ ledindi htm

e |I52F

B configjs

|5 home_htm
[5 index_htm

— free access

ifil

Figure 36: Assignment of HTML pages to user groups in Web Builder

If you want to create a new web page in the Web Builder, you can
determine the access right for this page by storing it in one of these folders.
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The following table shows which web page can by default be accessed by
which user group after having built and downloaded the web content to the
target device (i. e. if you do not change the standard storage locations of

the web pages shown in the picture above):

User group
(role)

Allows access of

Navigation in menu of WebServer

Administrator

Start page (landing page) with
version info, type label ("virtual
device type label") and
maintenance notes

Home

User management

Administration > User/Password
Management

Device reset

Administration > Device Reset

Supervisor

Start page (landing page) with
version info, type label ("virtual
device type label") and
maintenance notes

Home

IP settings

Diagnosis > IP Settings

Configuration of MQTT client

Configuration > MQTT Client

Configuration of OPC UA server

Configuration > OPC UA Server

User

Start page (landing page) with
version info, type label ("virtual
device type label") and
maintenance notes

Home

Diagnosis of network status

Diagnosis > Communication

Diagnosis of Ethernet connection

Diagnosis > Ethernet

Reading and writing of object data

Diagnosis > Object Data

Download of device description file

Download

Table 2: Access rights of user groups (default)

The start (home) page of the WebServer can be freely accessed by
everyone, even if you do not belong to any of these user groups (if you are
"anonymus"). As soon as you try to open other pages from the home page
a login dialog appears. If you then login as a user not possessing the
required access rights (i. e. if you do not belong to the corresponding
group) access will be denied.
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7

Integrating netPROXY objects in web pages

Overview

The WebServer is able to read and write netPROXY objects (e. g. 10 data
of actors and sensors) via netPROXY server and JavaScript, and to
dynamically integrate them in its web pages.

In its state of delivery, the standard content of the Web Builder is equipped
with a web page featuring such object data. After downloading the web
content to the target device, this page can be accessed from your browser
by choosing Diagnosis > Object Data from the navigation menu:

Home ~ Configuration * Diagnosis ¥ Download * Administration ~

Object Data

| Object Data
~ Sensor - simple
| Instance: 0
| Instance: 1
| Sensor - with limits
| Instance: 0
| Instance: 1
| Actuator - simple
| Instance: 0

| Instance: 1

| Actuator - with limits
| Instance: 0

— | Instance: 1

—.
-~

hilsclher
COMPETENGE IN
COMMUNICATION

Last refresh: 15:11:28
Object Data - Object 0x40020001 - Instance: 1

R TN T

value T
state 1
mode 1
limit_high cl

limit_low 2

h

Figure 37: Example of web page featuring netPROXY objects

Prerequisites

Note that objects which shall be accessed by the WebServer must be
labeled accordingly in the Object Definitions of the netX Studio
Engineering Tool beforehand [see position (1) in the following figure]. You
must also add a Web Server element to your project in the
Communication Settings and select the corresponding label in the Filter
field of the Web Server element [see position (2) in the figure after next].

Instructions for this can be found in the operating instruction manual
netX Studio Engineering Tool — Device development,
DOC1601030IXXEN in section Adding WebServer, OPC UA,
MQTT.
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_File _Edit _View  Project _Run _Window _Help

L R

Q

[ Project Explorer 2

4 & Series B
4 B Object Model
4 &5 Object Definitions
4 B User
& f Input data
4 & Output data
@ (0x40020000 Actuator - sirr
-—) e
¢ Standard
» & Object Instances
4 s Communication Settings
% EtherNet/IP (Application B100)
% EtherNet/IP (Application B150)
% PROFINET IO (Application B100)
% PROFINET 10 (Application B150)
&> e Network
B Web Server
- B OPCUA
» B MQTT
& Product Details
&= Vendor Details
|e netlC Hardware
User Management
‘Web Builder
(= Product Build
& = Application Interface
I = Products

® 0x40020001 - Actuator - with limits &2

=f 0x40020001 - Actuator - with limits
~  Properties

Identifier 0x40020001

Name: Actuator - with limits
Description:
1.0

ACTUATOR__WITH_LIMITS
www @

~  Elements

Version:
Type name:

Labels

Value display mode: m =+

Count # < Aftributes &
Network fo a...
Application to...
None

None

None

# ElementN... # Variable N... ¢ Data Type Default Value
uint16
uint8

uValue 1
1
uint8 1
1
1

bState
bMode
uHighLimit
uLowLimit

value
state
mode
limit_high
limit_low

uint16
uint16

Description Add

& Console 2
netX Studio

e e @ -

Figure 38: Labelling object for WebServer access

_File  _Edit _View Project  _Run  _Window

L3

[ Project Explorer 52

4 [ Series B
4 s Object Model
4 & Object Definitions
4 B User
> &= Input data
4 = Output data
» # 0x40020000 Actuator - sirr
- ® (x40020001 Actuator - wit!
5 Standard
> &= Object Instances
4 s Communication Settings
% EtherNet/IP (Application B100)
°%, EtherNet/IP (Application B150)
% PROFINET IO (Application B100)
% PROFINET IO (Application B150)
B Network
B
> B OPCUA
v B MQTT
- & Product Details
& & Vendor Details
- &2 netlC Hardware
User Management
& Web Builder
4 (= Product Build
I = Application Interface
& = Products

_Help

& Web Server [PROFINET IO (Application B150)] &2

=* Web Server
Fiter: www. m— @

Object Element Name  Element Type  Element Value Attributes

Value display mode: m

Select label

Description

- 0x40010000 - Sensor - simple
3 0x40010001 - Sensor - with ...

3 0x40020000 - Actuator - sim...
4 0x40020001 - Actuator - wit...

& Actuator G

4 Actuator D
uint16
uintg
uintg
uint16
uint16

value
state
mode
limit_high
limit_low

None
None
None

& Console 2

netX Studio

Network to ap...
Application to ...

P ee @ -

Figure 39: Adding WebServer element to product and add label to filter
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JavaScript functions

The subsequently listed JavaScript functions are used for integrating
netPROXY object elements into a web page:

¢ reading netPROXY object element (function readDataValues with
op=read)

e writing netPROXY object element (function doWrite with
op=write)

e reading netPROXY object description (function updateTable with
op=getD)

These functions are defined in the neticiot.js JavaScript file, which is
stored in the Web Builder > Content > js folder:

XY toginceing) - e

_File _Edit Source Refoctor Segrch _View  Project _Run  _Window _Help

= Bt wm-FFsQ

[ Project Explorer &2 neticiot 5 &2
% (document). ready(function () {
var alert = 3('div.alert');
if (alert != null) {
alert.hide();

4 U Series B

& &= Object Model

> B Communication Settings

& & Product Details

i &= Vendor Details

> |# netlC Hardware

& &5 User Management

4 & Web Builder

4 (= Content

b (= admin
b CsS ¥
b = Images
4 (=5

String.prototype.format = function () {
var formatted = this;
for (var i = @; i < arguments.length; i++) {
var regexp = new RegExp('\\{' + 1 + "\\)', 'gi');
formatted = formatted.replace(regexp, arguments[i]);

return formatted;
$("#select_language a").click(function () {

var lang = $(this).data('lang');
Cookies.set(' language', lang);

i18next.min js
jquery treetable js
jquery.ui.core js
jauery.ui widget js
jguery-3.1.0.min js
jquery-ui min js
js.cookie js
jstreegrid js
jtreemin js
md5 js

—-— 1

location.reload();
H
b

s

= function showalert(title, text, isError, show, autoClese) {
var alert = $('div.alert');
if (alert != null) {

alert.html(’ <button type="button” class="close" data-dismiss="alert">x</button>\
<p> <strong style="\

* marein: 1@nv: *J\

validation js M

i (= locales

i (= sites

> (= superv
(= upload

b (= user
config js
[55 home htm
[E5 index htm

& (= Product Build

en e @ -

& Console &

netX Studio

| Witable Smartnsert | 366:1

Figure 40: neticiot.js Java Script file
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Reading netPROXY object element

This function is defined in function readbDataValues (line 366 ff.) with
op=read:

reica s - N

-

Function readDataValues(table, r_data, objectId, contentType, ocbjInst, filter, errorIndicator, writable, refresh, requestname) {

var instance = 8;
if (objInst) instance = objInst;

$.ajax({
url: "/netproxy”,
data: "op=readigroupld=8&chjId=" + ocbjectId + "&cbjInst=" + instance,
type: "POST",
dataType: “"json”,
contentType: contentType,
success: function (d_data) {
/freturn d_data;
if (d_data.status == "fail") {

showAlert("Error!"”, "Object is not available (" + d_data.message + ")", true, true, false);

cleartyInterval();
return;

o

addDataToTable(table, r_data, d_data, filter, writable, refresh, requestname);

Is
error: function (jgXHR, textStatus, errorThrown) {
clearMyInterval();
showAlert("Errcer!”, "Object is not available.™, true, true, false);
}
1
¥ A
4 3

Figure 41: Code in JavaScript for reading netPROXY object elements

Writing netPROXY object elements

This function is defined in function doWrite (line 599 ff.) with
op=write:

neticiot js 52

- function doWrite(objId, objInst, elementIndex, value) {
if (3.type(value) === "string") {
value = value.replace(/ /g, "¥20");
value += "\@8";

}
$.ajax({

url: "/netproxy”,
ﬁ data: 'op=writefgroupId=8&cbjId=" + objId + '&objInst=" + objInst + '&elementNo=' + elementIndex + '&value[]=' + value,
type: "POST",
dataType: “json”,
contentType: “application/json; charset=utf-8",
success: function (r_data) {
if (r_data.status == "fail") {
showAlert("Errer!”, "Cannot write”, true, true, false);

}
else {

showAlert("Success!", "The data has been changed”, false, true, true);
}

Is
error: function (jgXHR, textStatus, errorThrown) {
showAlert(“Error!”, "Cannot write”, true, true, false);

o
|

4| 1] b

Figure 42: Code in JavaScript for writing netPROXY object elements

netX Studio Engineering Tool | Web Builder © Hilscher 2016
DOC160207ANO1EN | Revision 1 | English | 2016-12 | Released | Public



Integrating netPROXY objects in web pages 44/48

Reading netPROXY object description

This function is defined in function updateTable (line 121 ff.) with

op=getD:
e s -
»— function updateTable(cbjectId, table, opts) { -

/f war. optsl = { refresh_rate: ob.refresh_rate, objInst: ob.instancel, refreshIndicator: §("#refreshIndicator”), filter: [@, 1]
if (opts) {

var refresh_rate = opts.refresh_rate;

var cbjInst = opts.objInst;

var refreshIndicator = opts.refreshIndicator;

var filter = opts.filter;

var errorIndicator = opts.errorIndicator;

var writable = opts.writable;

var requestname = opts.requestname;

m

}

var contentType = "application/json; charset=utf-8";

5. ajax({
url: "/netproxy”,
ﬁ data: "op=getDi&objId=" + objectld,
type: "POST",
dataType: "json”,
contentType: contentType,
success: function (r_data) {

if (r_data.status == "fail") {
showAlert("Error!”, "Object is net available (" + r_data.message + ")", true, true, false);
return;

b

readDataValues(table, r_data, objectId, contentType, objInst, filter, errorIndicator, writable, false, requestname);
if (refreshIndicator) refreshIndicator.text('Last refresh: ' + new Date().tolocaleTimeString());

function reload() {
readDataValues(table, r_data, objectId, contentType, objInst, filter, errorIndicator, writable, true, requestname);
if (refreshIndicator) refreshIndicator.text('Last refresh: ' + new Date().tolocaleTimeString());

if (refresh_rate) {
myTimer = setInterval(reload, refresh_rate);
b

b
error: function (jgXHR, textStatus, errorThrown) {
showAlert("Error!”™, "Object is not available.™, true, true, false);

hH

Figure 43: Code in JavaScript for reading netPROXY object descriptions
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